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SDN is Everywhere!



Network “Appification”
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Do apps work well 
together?



Network “Appification”
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How can they be 
exploited?



Cross-Plane Vulnerabilities
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§ Cross-app study led to 
explore hosts as attackers

§ Discovered ONOS data plane 
firewall vulnerability à
arbitrary lateral 
movement

§ Reported to ONOS 
developers (CVE 2018-12691)

Data Plane Hosts as Attack Vectors
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1. The access control app (acl) is activated and registers for any host 
events (A). 

Anatomy of an Exploit
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1. The access control app (acl) is activated and registers for any host 
events (A). The network operator adds access control policies (B).

Anatomy of an Exploit
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Host 2
(victim)

IP: 10.0.0.2

2. Host 1 sends a syntactically correct but semantically invalid ICMP packet 
with host 1’s MAC address into the data plane.
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3. ONOS sees the packet (A)

Anatomy of an Exploit
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3. ONOS sees the packet (A) and registers a new host with its MAC address 
but not IP address (B).

Anatomy of an Exploit
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3. ONOS sees the packet (A) and registers a new host with its MAC address 
but not IP address (B). It generates a HOST_ADDED event (C).

Anatomy of an Exploit
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4. The acl app sees the HOST_ADDED event (A)

Anatomy of an Exploit
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4. The acl app sees the HOST_ADDED event (A) and host (B), but since the 
host doesn’t have an IP, the app does not insert flow deny rules.

Anatomy of an Exploit
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4. The acl app sees the HOST_ADDED event (A) and host (B), but since the 
host doesn’t have an IP, the app does not insert flow deny rules.

Anatomy of an Exploit
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Host 2
(victim)

IP: 10.0.0.2

5. Host 1 attempts to send regular traffic to its desired victim destination 
(host 2). Since no matching flows exist, ONOS handles the packet.

Anatomy of an Exploit
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6. ONOS registers host 1’s new IP address (A)

Anatomy of an Exploit
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6. ONOS registers host 1’s new IP address (A) as a HOST_UPDATED event 
(B). acl does not handle HOST_UPDATED events, so it does nothing.

Anatomy of an Exploit
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6. ONOS registers host 1’s new IP address (A) as a HOST_UPDATED event 
(B). acl does not handle HOST_UPDATED events, so it does nothing.

Anatomy of an Exploit
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7. The packet gets sent to a second app (A)

Anatomy of an Exploit
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7. The packet gets sent to a second app (A), which instantiates the flow 
(allow) rule (B)

Anatomy of an Exploit
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7. The packet gets sent to a second app (A), which instantiates the flow 
(allow) rule (B) and allows host 1 to communicate with host 2 (C).

Anatomy of an Exploit
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events ought to be handled
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Not all event handling can 
affect the data plane
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§ Considered the cross-plane event-based 
vulnerability problem in SDN

§ Design takeaways
– Hosts have outsized effect on SDN operation
– Security analysis must consider all apps working together
– Developers must design defensively

§ Discovered and validated 14 new vulnerabilities in 
ONOS SDN controller

Conclusions
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